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Abstract: Image files were one of the evidencesas a result of the forensics investigation on 

cybercrimes.The process of acquiring the evidence must have a high accuracy. The image files 

were obtained from social media that had incomplete metadata. This article outlined an in-depth 

approach for forensics investigation on image files. The method of this forensics examination 

conducted to the image files was through the investigative action procedures so that the 

incomplete metadata can still be analyzed. The data analysis technique used in this study was 

JPEG Analysis, ELA, and Noise methods. The result of this study was that the characteristics 

of the image files were able to be identified from social media through editting, and originating 

processes. The forensics measures described in this study were also able to prove the image 

filemodifications. 
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1. INTRODUCTION 

One of the pieces of evidence used in explaining an incident was an image file. Image files had a 

great opportunity to provide a complete chronology of events. The use of image files in various 

instances often occurred. Both events occurred in the real world and cyberspace so that the handling 

of image files were used as supporting material in explaining an event needs special attention. Image 

files that had multiple viewpoints were also modified in such a way as to provide misinformation about 

an event. Therefore, the image file must be able to review the events that occurred in it and the 

information contained therein. Image files were files that contained a description of an event. This file 

had several types of formats, such as JPG, JPEG, TIF, BMP, and PNG. These formats fell into the 

category of digital image files[1]. 

The image file processing or incident tracings was known as forensics. Forensics action had very 

broad meaning, especially for the forensics investigations in the digital field e.g., forensics 

investigation of mobile, network, hardware (hard disk/memory / other storage media), software, email, 

social media, text documents, video, sound, and image files. This article took an in-depth look at the 

forensics investigation of image files. 

Image files were not separated from the environment e.g., the file storage media itself and the 

image file transmission media. Image files had several structures e.g., a collection of pixels arranged 

in a certain way and showing a description of an object/event. The smallest unit of an image file was 

described in pixels. Image files had two types e.g.,  pixel, and vector image files. Pixel image files 

usually in the form of in PNG, JPEG, TIFF, GIF, and BMP formats. Image file pixels were formed as 

a picture was taken and adjusted to the specifications of the device used in creating the image file. 

Meanwhile, vector type images were usually images used for animation. The types of images were AI, 

CDR, SVG, and EPS formats[1]. 

Based on the type of pixel image file, there were 4 types of images in this section, e.g., binary 

image files, grayscale image files, color image files, and multispectral image files. A binary image file 

was an image file consisting of two-bit dimensions. The color consisted of only two colors, e.g., black 

and white. The black color representation was 1 and the white representation was 0. A gray-scale image 
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file was an image file that had pixels represented by two binary numbers. The black color 

representation for was 11, and that of white was 00. The color image file was in the form of RGB 

image file. This image file had various colors consisting of red, green, and blue. As it was the same as 

the multispectral image files, the each layer of the image files contained RGB. 

Several previous studies that had been carried out for forensics investigations on image files 

revealed that forensics investigations on image files were an investigative procedure for gathering 

evidence of an incident using special tools and mathematical equations[2]. This investigation was 

equivalent to physical evidence presented in the form of a report that was able to be used as evidence 

in court. This research described everything from visual time analysis of software accessed through a 

hardware device, checking image files, and  extracting the image files[1]. 

Other studies that described forensics investigations on image files were describing the process of 

identifying data compression events, localizing, and repairing image damage, image file header 

analysis, reconstruction of image file fragments, identification, and image viewing devices. The stages 

of the forensics investigation in this study showed that the image file was determined whether there 

was a file compression or not, and if there was a compression, the color changed, and the impact on 

the image file rose [3].On the other hand, the research that investigated image files forensically used 

resizing JPEG coefficient detection methods to detect compression or not and to analyze phase 

suitability to detect image splicing[4]. 

The entire method used in previous research was carried out to ensure that there was a compression 

event, there was an addition of an image, there was a change in the image file header, to ensure the 

device used in creating the image file. Existing forensics actions were focused on original evidence, 

which came from the main device, and even cryptographic hashes were carried out so thatthe image 

size did not change even though the transferring occurred. The novelty of this research was to carry 

out forensics investigations on image files that had been transmitted on social media platforms. Namely 

the social media platforms WhatsApp and Facebook. These two platforms became the focus because 

these two social media platforms were the most commonly used by Indonesians. Facebook users in 

Indonesia reached 82% of the social media platform, and WhatsApp users in Indonesia also reached 

84% of Indonesian population – 272.1 million. In addition, several crime cases often involved these 

two social media[5]. 

This article describes the forensic action on image files sourced from social media Facebook and 

the WhatsApp application. The forensic investigation described in this article is the performance of 

using image quantization methods in conducting forensic investigations. This is important because the 

current level of cybercrime often involves image files sourced from social media. It is not uncommon 

for perpetrators or victims of social media crimes to use images on social media as evidence of crime. 

So that handling problems also involves image files sourced from social media. Therefore, a 

comprehensive handling of the evidence is required. 

The structure of this article was the introduction explaining the background of this research and 

the motivation and the previous studies describing the forensics investigations on image files. The 

second part of this study was the method used in this research. The third part was the result and 

discussion of this study. The last part of this study was a part of the conclusions of this study 

 

2. METHOD 

The method used in this research is the JPEG Analysis method in which there are quantization 

and analysis of adjacent pixels with eight (8) neighbors. JPEG analysis is carried out on image pixels. 

The pixel adjunct operation with 8 neighbors uses an equation like in Figure 1 below and equation 1-

6 [6].  
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Figure 1: Pixel Adjunct Operation -8 on Image Pixels 

 

The caption in figure 1 where P: Coordinate point (b, K) and the equation derived from Figure 1 

above to determine the value of each pixel as in the following equation. 

 

𝑇1: (𝑏, 𝐾
+ 1)                                                                                                                                                           (1) 

 𝑇1: (𝑏, 𝐾 + 1)                                                                                                                                         (2) 

𝑇2, 𝑇4: (𝑏 − 1, 𝐾 − 1)              (3) 

𝑇3, 𝑇5: (𝑏, 𝐾
− 1)                                                                                                                                                     (4) 

𝑇6, 𝑇7: (𝑏 + 1, 𝐾
− 1)                                                                                                                                             (5) 

𝑇8: (𝑏 + 1, 𝐾 +
1)                                                                                                                                                     (6)                                                                                                                                         

 

The other methods used in this study were JPEG analysis. The purpose of using JPEG Analysis 

was analyzing the color changes in image files that had been compressed using algorithms on social 

media platforms. A kind of rising colors included red, green, and blue (RGB) in image files that had 

been transmitted through social media platforms. The contribution of this method in forensics 

investigations was to examine the transmitted image files that still had the same image description or 

experience different descriptions. 

Another method used was the Error Level Analysis (ELA) method. The purpose of ELA was 

finding RGB color mixing in the image file display. The concept was that several things happened to 

the image file on condition that the image file was compressed. Image connection, image falsification, 

and image retouching occurred [8].Therefore, ELA was done to analyze the extent of the compression 

impact on an image file. 

Another method used was noise analysis. Noise analysis was used to detect random variations in 

the color information in an image. The random variations that occurred were caused by several things 

including file compression, joining files, and also retouching. Some types of noise in images were 

photoelectronic, impulse, and noise in the image file structure. The complete method used in this 

research was shown in Figure 2 below. 
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Figure 2: Forensics Investigation Methods on Image File Pixels 

3. RESULT AND DISCUSSION 

The results of this study were divided into several parts. They were: the results from JPEG 

Analysis, Adjunct Pixel 8 Analysis, Error Analysis, and Noise Analysis. The results of the JPEG 

Analysis were shown in Figure 3. JPEG Analysis results showed the distribution of RGB colors in 

image files from Facebook, WhatsApp, and the original. The color spread was also labeled with the 

RGB value of the color so that it also referred to the RGB value. The distribution of RGB colors in 

image files was from the Facebook which was more diverse. This showed that the image file 

compression on the Facebook was higher than the WhatsApp platform. It was seen from the MAC file 

of the image file. The MAC image files from the Facebook and the WhatsApp were shown in Figure 

4. The difference between the original image file size and image files from the Facebook and the 

WhatsApp was shown in Table 1. The compression percentage was determined by equation 7 below. 

 

𝐶𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛(%)

=
Ofs − Crs

Ofs
𝑥 100%                                                                                                                       (7) 

 

Where: 

Ofs: Original file size 

Crs: Compression result size 

 

Table 1: Image File Compression Result on Facebook and WhatsApp 

 

Original (Kb) 
Facebook 

(Kb) 

WhatsApp 

(Kb) 

2222.08 83.5 305 

Compression(%) 96% 86% 

 

The process of compressing an image file basically removed RGB values and changed the pixel 

density of an image file[9]. The higher the percentage of image file compression was, the higher the 

density level was removed and the RGB value was also increasingly spreading and mixing with other 

colors [10]. This process created a new color [11]. It was seen in Figure 3 that the compression results 

of the image files from the WhatsApp application did not have a new high color level – there was only 

a fewer color additions than the result of compression on the Facebook social media. Moreover, the 

image files from the Facebook social media showed more new color additions. Furthermore, it showed 

2-time higher added image files from the WhatsApp application. This was in line with the result of the 

compression analysis on the Facebook social media which was higher than the WhatsApp application.  
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Figure 3: Quantization Values on Image File Pixels 

 

 
 

Figure 4: Size Comparing Image Files 

 

The further result was seen on the neighbor pixel test result on the image files. The result of this 

study was listed in Table 2.Table 2 contained the result for each neighbor of a pixel which referred to 

the quantization value in Figure 3. The 8-pixel neighborliness test was taken by sampling on the 

quantization value of the image files from WhatsApp. The purpose of this analysis was comparing the 

changing neighboring pixels in the compressed image files on each platform. 
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Table 2: Results of the 8 Neighboring Pixel Test 

 

Item 
Subscrip

tion -1 

Subscrip

tion -2 

Subscr

iption -

3 

Subscri

ption -

4 

Subscr

iption -

5 

Subscr

iption -

6 

Subscr

iption -

7 

Subscri

ption -

8 

Subscr

iption -

9 

(b,K) b=2, K=7 b=5, K=7 
b=8, 

K=7 

b=2, 

K=4 

b=5, 

K=4 

b=8, 

K=4 

b=2, 

K=1 

b=5, 

K=1 

b=8, 

K=1 

T1 5.5 7 8.5 4 5.5 7 2.5 4 5.5 

T2 7 10 13 4 7 10 1 4 7 

T3 3.5 5 6.5 2 3.5 5 0.5 2 3.5 

T4 7 10 13 4 7 10 1 4 7 

T5 3.5 5 6.5 2 3.5 5 0.5 2 3.5 

T6 4.5 6 7.5 3 4.5 6 1.5 3 4.5 

T7 4.5 6 7.5 3 4.5 6 1.5 3 4.5 

T8 11 14 17 8 11 14 5 8 11 

 

Table 2 showed that this neighbor had a value that had the same pattern for each compression. 

The purpose of identifying neighboring 8 pixels was to be able to return the pixel value if the file 

was compressed so that the pixel value was found in the original file. When the original file pixel 

value was found, an RGB color representation was able to be created. This study was done to identify 

an image file's content that had been tampered with or not. In addition, it was done to test the 

similarity of the contents of the image files with the comparison image files by equalizing the pixel 

size of the image files[12]. 

The result of the next analysis was the Error Level Analysis (ELA) analysis. The result of this 

analysis showed that the image files from the Facebook social media and the WhatsApp application 

had the same error rate. This was shown in Figure 5. Figure 5 showed that the color distribution 

between the original image files and the image files from the WhatsApp application and Facebook 

social media was different but had the same color distribution pattern in the image files from the 

Facebook social media and the WhatsApp application. The ELA analysis was used to identify the 

edit level of image files. Identification process was changed in objects of the image through the 

distribution of colors in the results of the ELA analysis[8].  

 

 
 

Figure 5: Result of ELA Analysis  

 

The result of the Noise Analysis showed that the noise that occurred in files from the WhatsApp 

application and Facebook social media had the same noise. The result of this study was shown in 
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Figure 6. This noise showed that the result of ELA was in line with the results of the Noise Analysis. 

Therefore, the results of ELA analysis and Noise Analysis were always in line. The purpose of this 

analysis through ELA and Noise Analysis was identifying the noise in the image files. In other 

words, the evidence in the form of an image files was identified the noise level in the image files[13].  

 

 
 

Figure 6: Result of Noise Analysis 

 

4. CONCLUSIONS 

Forensics investigation of original image files and that of Facebook and WhatsApp using the 

quantization method with the stages of JPEG Analysis, Noise Analysis, and Pixel 8 Neighboring is 

used in investigating image files. Things that are used for its investigation are for finding noise in 

the image files, the source of the image, the compression level of the image, and the comparison of 

the accuracy of the image content. In addition, it is also used to analyze the spread of pixel volume 

in the image so that it can be decrypted on the compressed image files. The compression rate for 

image files from Facebook social media was 86%; while, the image files from the WhatsApp 

application are 96%. The accuracy of the results of the analysis in carrying out forensics 

investigations on the original image files and those sourced from social media Facebook and 

WhatsApp is 100%. 
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