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ABSTRACT

PT. Andaglos Global Technology uses internet service providers and is equipped with wifi facilities.
The location of the office is in the terminal and is adjacent to the shop and other buildings. This
resulted in the wifi network at PT. Andaglos Global Technology is often exploited by illegal users
around the office, so that the impact on the internet speed decreases. Even the employees of PT.
Andaglos Global Teknologi claimed to have been a victim of hacking in its social media after
accessing the network at PT. Andaglos Global Technology. To solve this problem, penetration testing
is done using FLUXION on PT. Andaglos Global Technology with the method (Action Research)
which consists of several stages, namely Diagnosing, Action Planing, Action Taking, Evaluating and
Specifyng Learning, to determine the level of security on the network of PT. Andaglos Global
Technology. Penetration testing with FLUXION proves that network security at PT. Andaglos Global
Technology works well in securing passwords, but FLUXION is able to get passwords from these
networks, not by breaking into security but by deceiving network users by creating the same login
form as the routers used by PT. Andaglos Global Technology, so that unknowingly network users
have given the password to the fake login page, which resulted in the network being accessed by users
illegally.
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1. INTRODUCTION

1.1 Background.

PT. Andaglos Global Teknologi (PT. AGT) is a startup company engaged in the field of
manufacturing applications and software. The safety factor is still not a priority for PT. AGT. The
office location of PT. AGT is located in a dense building area, so WiFi networks have the possibility
to be used by users outside of PT. AGT. In fact, one of the employees of PT. AGT was once a victim
of hacking after he used the WiFi network of PT. AGT to access social media services.

1.2 Research Objectives.

1. Running a series of tests on the PT. AGT network so that recommendations or solutions
can be produced that can be applied to the PT. AGT network.

2. Developing Fluxion with the addition of Indonesian and adding web interface to the
Fluxion directory.

2. LITERATURE REVIEW

2.1 Network Security.

At present Wi-Fi facilities for the public are the main target in cyber crime, therefore we should not
underestimate a network's security.
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Recently, hacker forums in cyberspace are rife with discussions about a program that is said to be able
to get wireless passwords of WPA2 security type without having to crack the algorithm used.

2.2 Network Attacks.

1. Packet Sniffer.
Is a data theft technique that is done by monitoring or analyzing data packets that are transmitted
from the client computer to the server. The tools commonly used for packet sniffing are usually
Wireshark and Netcut. This packet sniffing is usually done by hackers or dangerous intruders to
carry out prohibited actions such as stealing passwords, and retrieving other important data.

2. ARP Spoofing.
Is a technique of attacking on a local computer network with either wired or wireless media, which
allows an attacker to sniff out data frames on a local network and / or modify traffic or even stop
traffic. ARP spoofing is a concept of tapping attacks between two machines that are
communicating or called MITM (Man in the Middle Attack). The principle of ARP spoofing
attacks exploits weaknesses in the computer network technology itself that uses ARP broadcast.

3. Brute Force Attack.
Is a method for hacking passwords (password breaking) by trying all possible random
combinations that exist or that exist in the "wordlist”. This method will successfully find the
password you want to hack. However, the process for hacking passwords using this method will
take a lot of time.

2.3 Fluxion.
Fluxion is a security audit and social engineering research tool. This is a development of the linset by
vk496 in the hope that it will be even better with fewer bugs and more functions.

0.24 (rev. 123) by deltax

Figure 1. Fluxion.

2.4 Kali Linux.
Linux is an operating system, just like Windows. Linux is an open source operating system, meaning
that linux can be seen as its source code, modified, and developed by anyone.

© 2019 The 5" International Conference on Information Technology and Bussiness (ICITB 2019) 142



5*ICITB

3. METHOD

3.1 Data Collecting.
a. Observation.
Systematic observation and recording of objects to be examined, observations made by
researchers by means of observation and recording of providers used, routers used. and WiFi
signal radius.

b. Interview.
Direct interviews were conducted at the leaders of PT. AGT to get information about the WiFi

network they have.
3.2 Penetration Testing Method.

In this research the penetration testing method uses the Action Research method. The stages of this
action research are diagnosing, action planning, action taking, evaluating, specifying learning.
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Figure 2. Action Research Flowchart.

3.3 Software Requirements.

To run penetration testing in this study we use software such as: Kali Linux, Fluxion, DHCP,
HOSTAPD, MDK3, LIGHTTPD. Medium hardware that we use is: a minimum of Intel Core i3
processor, a minimum of 2GB of memory, a minimum of 2GB of graphics memory.
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4. RESULT AND DISCUSSION

4.1 Fluxion Configurattion.

After the floating stages have been carried out in the Fluxion v2.1 program and a series of trials in the
developed section it can be seen that Fluxion already has a choice of Indonesian menus and web
interfaces from several router brands circulating in Indonesia and became Fluxion v2.1, as seen on
Figure 3, Figure 4 and Figure 5.
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Figure 3. Fluxion v2.1
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Figure 4. Fluxion v2.1 with Indonesia Language
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Figure 5. Fluxion Web Interfaces.

4.2 Penetration Testing.

Network analysis on PT. AGT shows the network power emitted by the router within a radius of 20
meters is at -67/100 dB while the power from the network that can be received by the device or PC
client within a 20 meter radius is 33/100 dB so the possibility of failure is high when penetration
testing is done, as shown in Figure 6.

Applications v Places v XTerm v

WIF| Monitor

CH 3 1[ Elapsed: 1 min )[ 2013-05-27 20:47
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BSSID STATION PUR Rate  Lost Frames Probe
DC:99:14:4E:98:10 18:FO:E4:66:EC:08 -38  Qe- Qe 0 2

DC:99:14:4E:9B:10 C0:87:EB:79:39:£3 -49 0-1 0 10 ANDAGLOS

Figure 6. Fluxion WiFi Monitor.

Network selection is very necessary before penetration testing, because there are some networks that
cannot be tested if the network does not meet the requirements. The main requirement for Fluxion to
test is that there must be a client connected to the network as shown in Figure 7.
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Figure 7. Fluxion Wifi List.

In Figure 4.5 there are 2 different networks and have different colors that can indicate which network
has a client and a network that does not have a client. The yellow color on the MAC and the absence
of an asterisk next to the number as shown in Figure 7. shows no client connected to the router. The
red color on the MAC and the presence of an asterisk next to the number shown in Figure 4.5 shows
that there is a client connected to the router.

After that making fake access points like in picture 8. is done with two choices, namely: HostAPD
and Airbase-ng. HostAPD is a tool that works to make a client an access point, this option is good to
use on networks with good signal strength. Airbase-ng is a tool similar to HostAPD, only that
Airbase-ng has a high probability of failure when it runs and can only work if the network signal
strength is weak.
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Figure 8. Fluxion Attack Option.

Capture handshake is a process that occurs when a computer will communicate with a foreign device
to establish rules for being able to communicate with each other. When the computer communicates
with other devices such as a printer, modem, or network server as shown in Figure 9.

a
Figure 9. Device Handshake.
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Figure 9. Fluxion Create SSL Certification.

Making a web interface that will later be used to trap the client to enter the password on the web page
as shown in Figure 10.

Terminal

Terminal Help

[ FLUXION 2.1 < F I T F
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= ANDAGLOS / WPA2
= 3
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[ ]
[ ] Exit

w7 []

Figure 10. Fluxion Creating Web Interface For Fake AP.

The last stage of the Fluxion program is the stage of running the web interface and the monitor will
display four terminal windows (figure 11), namely:

1. DHCP which functions to provide ip to the client in order to connect to the fake web interface that
we have made.

2. Fake DNS functions as a database to store the ip client so that it can connect to the fake web
interface.
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3. Deauth All (MDK3) functions to disconnect the client from the router by sending as many packets
as possible so that the client is disconnected from the router.

4. WiFi information functions to see whether an active client is accessing the fake web interface.

Figure 11. Running Fluxion With Fake AP, Fake Web Login Interfaces.

The client device will display two network options namely the original network and the fake network
as shown in Figure 12, where the client cannot connect to the original network and is directed to the
fake network. Then the user enters their login information on the fake login web page as shown in

Figure 13. Until finally the user login information was successfully obtained by Fluxion as shown in
Figure 14.

Wi<Fi langsung
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Figure 12. Fake AP In Client Device.
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Figure 13. Login Interface In Fake AP.
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Figure 14. User Login Information Acquired.

5. CONCLUSION

5.1 Fluxion.

Fluxion proved to be very efficient to be used as a penetration testing tool, therefore at this time

fluxion is the belle for developers to do penetration testing, so we can conclude:

1. The way the fluxion program works to get passwords is by penetration testing (evil twin) method.

2. The fluxion program is proven to be used to carry out penetration testing on strong and weak
networks.

3. Fluxion proved capable of being used as a penetration testing tool and was proven to be
able to get a WPA2 security password on a WiFi network at PT.AGT.
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PT.AGT's network security system does not solve the problem and has gaps in the security of its

devices, and the lack of employee knowledge about network security makes the system very likely to

be entered by users who take advantage of these weaknesses, therefore conclusions can be drawn:

1. PT.AGT employees do not know when their system has been attacked using Fluxion.

2. PT.AGT employees do not know if an illegal client has entered their router network.

3. PT.AGT only uses standard network setups and does not add any devices such as Mikrotik or create
a Gateway for network security.

5.3 Recommendation.

Suggestions for PT. AGT after penetration testing on the system are:

1. Open a network port according to the number of employees employed.

2. Restart the router if it finds that the network has disconnected itself from the router, or when two
identical network names are visible on their network.

3. Add the MAC address of the device used by the attacker to the blacklist, so that the device will not
be able to connect to the PT.AGT router in the future.

4. Create a gateway password to enter the PT.AGT network system.
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